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Abstract

Purpose: The purpose of this study is to detect suspicious transactions in banking cyber-physical systems by employing
artificial intelligence and machine learning techniques. Given the growth of digital transactions and the increasing complexity
of fraud, the study aims to develop an efficient and reliable anomaly detection algorithm for real-time monitoring.

Methodology: This research utilizes both supervised (e.g., decision trees, SVM, neural networks) and unsupervised learning
methods (e.g., clustering and anomaly detection). Evaluation metrics such as precision, recall, true positive rate, and AUC-
ROC were used to assess model performance. The proposed system was simulated using real banking datasets and
represented through algorithmic flowcharts.

Findings: Results indicate that Al-driven hybrid algorithms can accurately detect suspicious banking transactions. The
model demonstrated high accuracy, effective detection of contextual, point, and collective anomalies, and strong
performance in real-time data analysis. Integration of NLP techniques further improved the predictive accuracy of the
system.

Originality / Value: This study introduces an innovative Al-based framework capable of analyzing large-scale banking data
swiftly and accurately. Compared to traditional fraud detection methods, the proposed approach enhances security in banking
cyber-physical systems by being more efficient and adaptable. Additionally, the research contributes to the intersection of
data governance and cybersecurity.
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Table 1- Confusion matrix [19].
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Figure 2- Machine learning algorithms [17].
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